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7KH�+LMDFNLQJ�3UREOHP

3UHSDULQJ�D�&RQGRU�MRE�LV�FRQYHQLHQW
�����1R�UH�SURJUDPPLQJ
�����-XVW�UH�OLQN�WKH�H[HFXWDEOH�WR�LQVWDOO�WKH�UHPRWH
������V\VWHP�FDOO�DQG�FKHFNSRLQWLQJ�OLEUDU\
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,W�LV�DV�FRQYHQLHQW�DV�&RQGRU�
������hijack PID

7KH�KLMDFNHU�XVHV�WKH�'\Q,QVW�$3,�WR
�������LQMHFW�WKH�V\VWHP�FDOO�DQG�FKHFNSRLQW�OLEUDULHV
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3URFHVV�+LMDFNLQJ
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3URFHVV�+LMDFNLQJ

OLEF

DSSOLFDWLRQ
FRGH

7KH�RUGLQDU\�SURFHVV
LV��PLQGLQJ�LWV
RZQ�EXVLQHVV
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KLMDFNHU
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DSSOLFDWLRQ
FRGH

7KH�KLMDFNHU
DWWDFKHV�WR�WKH

SURFHVV�
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3URFHVV�+LMDFNLQJ

KLMDFNHU
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DSSOLFDWLRQ
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KLMDFNHU

7KH�KLMDFNHU�ORDGV�FKHFNSRLQW�DQG�UHPRWH�V\VWHP�FDOO
OLEUDULHV�LQWR�WKH�SURFHVV

VKDGRZ

DSSOLFDWLRQ
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7KH�KLMDFNHU�UHSODFHV�WKH�OLEF�V\VWHP�FDOOV
ZLWK�FDOOV�WR�WKH�&RQGRU�53&V

VKDGRZ

DSSOLFDWLRQ
FRGH

53&
FNSW



3URFHVV�+LMDFNLQJ ���RI��� 0DUFK�����������9LFWRU�=DQG\
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KLMDFNHU

VKDGRZ

7KH�KLMDFNHU�GHWDFKHV
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VKDGRZ

DSSOLFDWLRQ
FRGH

53&

DSSOLFDWLRQ
FRGH

53&

5HPRWH�+RVW

7KH�SURFHVV�PLJUDWHV�WR�D�UHPRWH�KRVW

FNSWFNSW
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VKDGRZ

DSSOLFDWLRQ
FRGH

53&

5HPRWH�+RVW 6XEPLW�+RVW

write()

6\VWHP�FDOOV�DUH�QRZ�53&V�WR�WKH�VKDGRZ

FNSW
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$�QHZ�'\Q,QVW�FDOO�UHSODFHV�WKH�V\VWHP�FDOOV�RI�WKH
KLMDFNHG�SURFHVV

5HSODFLQJ�6\VWHP�&DOOV

replaceFunction(oldfunc, newfunc)

+LMDFNHU <RXU�3URFHVV
replaceFunction
(write, hijack_write)
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3DWFKLQJ�LQ�1HZ�&RGH
$SSOLFDWLRQ
3URJUDP

foo:

,QVWUXFWLRQ
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3DWFKLQJ�LQ�1HZ�&RGH
$SSOLFDWLRQ
3URJUDP &RGH�3DWFK

foo:

-XPS�WR�3DWFK

1HZ�&RGH

6DYH�5HJV

5HVWRUH�5HJV

,QVWUXFWLRQ

-XPS�EDFN
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5HSODFLQJ�6\VWHP�&DOOV
foo:
  ...
  call write
  ...

write:
  trap to OS
  return

HIJACK_write:
  Shadow RPC
  return

1HZ�FRGH�
LQMHFWHG�E\�+LMDFNHU

DSSOLFDWLRQ
FRGH

53&�OLEF

OLEF

<RXU�SURFHVV�GXULQJ�WKH�KLMDFN
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5HSODFLQJ�6\VWHP�&DOOV
foo:
  ...
  call write
  ...

write:
  jmp tramp
  return

HIJACK_write:
  Shadow RPC
  return

DSSOLFDWLRQ
FRGH

FRQGRU�OLEF

OLEF patch:
  jmp HIJACK_write

&RGH�3DWFK
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5HSODFLQJ�6\VWHP�&DOOV
foo:
  ...
  call write
  ...

write:
  jmp tramp
  return

HIJACK_write:
  Shadow RPC
  return

DSSOLFDWLRQ
FRGH

FRQGRU�OLEF

OLEF

&RGH�3DWFK

patch:
  jmp HIJACK_write
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5HSODFLQJ�6\VWHP�&DOOV
foo:
  ...
  call write
  ...

write:
  jmp tramp
  return

HIJACK_write:
  Shadow RPC
  return

DSSOLFDWLRQ
FRGH

FRQGRU�OLEF

OLEF

&RGH�3DWFK

patch:
  jmp HIJACK_write
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5HVWDUWLQJ�D�&KHFNSRLQW

UHVWDUW�OLE

FKHFNSRLQW
ILOH

UHVWDUW
SURFHVV

3UREOHP��FRS\LQJ�IURP�WKH�FKHFNSRLQW�ILOH�PLJKW
FOREEHU�WKH��H[HFXWLQJ��FNSW�OLEUDU\�
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5HVWDUWLQJ�D�&KHFNSRLQW

UHVWDUW�OLE

FKHFNSRLQW
ILOH

UHVWDUW
SURFHVV

6ROXWLRQ��5HORDG�WKH�FNSW�OLEUDU\
���������������WR�D�VDIH�ORFDWLRQ

UHVWDUW�OLE
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6WDWXV
3URFHVV�KLMDFNLQJ�KDV�EHHQ�LPSOHPHQWHG�IRU
6SDUF�6RODULV������

+LMDFNHU���������������������������OLQHV
&KHFNSRLQW�����������������������OLQHV
6\VFDOOV��&RQGRU������������.�OLQHV

:H�DUH�DEOH�WR�KLMDFN�DQ�XQPRGLILHG�-DYD�90�UXQQLQJ
D�UHDO��FRPSXWH�LQWHQVLYH�-DYD�DSSOLFDWLRQ�������OLQHV�
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+LMDFN�&RVW
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0LJUDWLRQ�&RVWV

+LMDFNHU�FKHFNSRLQWV�DUH����0�ODUJHU�WKDQ�&RQGRU·V

�
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WLQ\ ELJ NDIIH VV

&RQGRU
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+LMDFNHU
&KHFNSRLQW

&RQGRU
5HVWDUW

+LMDFNHU
5HVWDUW

6HFRQGV
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/LPLWDWLRQV

7KH�SURFHVV�KLMDFNHU�LQKHULWV�&RQGRU·V�FKHFNSRLQWLQJ
OLPLWDWLRQV

�������1R�VRFNHWV
�������1R�NHUQHO�OHYHO�WKUHDGV
�������2QH�SURFHVV
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/LPLWDWLRQV

8QOLNH�&RQGRU��RXU�VKDGRZ�SURFHVV�PXVW�QRW�H[LW
XQWLO�WKH�SURJUDP�LV�GRQH�
�������)LOH�VWDWH�DFTXLUHG�EHIRUH�KLMDFN�WLPH�FDQQRW�EH
�������FKHFNSRLQWHG

,I�WKH�VKDGRZ�GLHV��WKH�MRE�LV�ORVW
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6XPPDU\

&RQGRU�SURYLGHV�KLJK�WKURXJKSXW�FRPSXWLQJ�WKDW�LV
FRQYHQLHQW�WR�ERWK�DSSOLFDWLRQ�XVHUV�DQG�UHVRXUFH
RZQHUV

3URFHVV�+LMDFNLQJ�HQKDQFHV�&RQGRU�E\�DOORZLQJ�DQ\
SURFHVV�WR�EHFRPH�D�&RQGRU�MRE��ZLWKRXW�DGYDQFH
SUHSDUDWLRQ

+LMDFNLQJ�LV�D�GHPRQVWUDWLRQ�RI�WKH�SRZHU�DQG�XWLOLW\
RI�UXQWLPH�FRGH�PRGLILFDWLRQ�ZLWK�WKH�'\Q,QVW�$3,
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&KDQJH�FDOOV�ZLWK�'\Q,QVW
'\Q,QVW�LV�DQ�$3,�IRU�FKDQJLQJ�WKH�FRGH�RI�D�UXQQLQJ
SURFHVV�

:H�XVH�'\Q,QVW�LQ�WKUHH�ZD\V�

����5HSODFH�KLMDFNHG�MRE·V�V\VWHP�FDOOV�ZLWK�53&�IXQFWLRQV
������UHSODFH)XQFWLRQ�
����'\QDPLFDOO\�ORDG�53&V�DQG�FKHFNSRLQWLQJ�FRGH
������ORDG/LEUDU\�
����)RUFH�WKH�SURFHVV�WR�IRUN�
������RQH7LPH&RGH�
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2YHUULGLQJ�6\VWHP�&DOOV
7KH�VWDQGDUG�OLEF�UHPDLQV�WR�VXSSRUW�FRQGRU�OLEF�DQG
RWKHU�DSSOLFDWLRQ�QHHGV��H�J����printf� malloc�

foo:
  ...
  call write
  ...

write:
  Shadow RPC
  return

DSSOLFDWLRQ
FRGH

OLEF printf:
  ...
  call write
  ...

FRQGRU�OLEF
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&RVWV

&KHFNSRLQW�7LPH
�VHF�

5HVWDUW�7LPH
��VHF�

3URJUDP +LMDFN
7LPH
�VHF� &RQGRU +LMDFNHU &RQGRU +LMDFNHU

WLQ\ ��� ��� ��� ��� ���
ELJ ��� ���� ���� ���� ����
NDIIH ���� Q�D ���� Q�D ����
VV ���� ��� ��� ��� ���

+LMDFNHU�FKHFNSRLQWV�DUH����0�ODUJHU�WKDQ�&RQGRU·V
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6\PERO�&RXQWV

�����������������������������WLQ\�������������
�����������������������������ELJ���������������
�����������������������������NDIIH�����������
�����������������������������VV�����������������

&RXQWV�LQFOXGH�DOO�GHILQHG�V\PEROV�LQ�WKH�WH[W�DQG
UXQWLPH�ORDGHG�OLEUDULHV

+LMDFNLQJ�LQWURGXFHV�DSSUR[LPDWHO\������V\PEROV
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+LMDFN�7LPH�%UHDNGRZQ

����������)RU�VV�
���������������������������������V����3DUVH�DSSOLFDWLRQ�WH[W
���������������������������������V����3DUVH�LQMHFWHG�WH[W
���������������������������������V�����5HSODFH�V\VWHP�FDOOV


