Fine-Grained Dynamic Kernel
|nstrumentation for OS Optimization

Ariel Tamches Barton P. Miller

{tanthes, bart} @s. w sc. edu

Computer Sciences Department
University of Wisconsin
1210 W. Dayton Street
Madison, WI 53706-1685
USA

© 2000 Ariel Tamches March 27, 2000



TheVision

Evolving Operating Systems
— Code changes in response to runtime behavior

Fine-grained dynamic kernel instrumentation for:
— Performance measurement
— Performance assertions
— Optimizations
e Custom policies
e Code rewriting
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M easurement
e Primitives
— Counts, elapsed cycles
— On-chip counters (cache miss cycles, etc.)

* Predicates
— Specific code path; when a process Is running, etc

e Many interesting routines in the kernel:
— Schedulingpreempt, disp, swtch
— VM managementat_chgprot, hat_swapin
— Network:tcp _lookup, tcp_wput, ip_csum_hdr, hmeintr
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Time De-muxing TCP Packets

Patch Area

C

o) i

d/splaced code

* Replace timer primitive with on-chip counter
— Number of icache miss cycles
— Branch mispredict stall cycles
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Optimization: Specialization
o Profile:
get size parameter

numcalls|size|++;
displaced code

|
| |
| |
|5
|
|
|
|

0 N
I
LTI

e Decision: examine hash table

» Generate specialized version:
— choose fixed value & run constant propagation
— expect unconditional branches & dead code
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Motivation: Specialization

« Splice in the specialized version:

Ifi size==value.then
adisplaced code

Version
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e Patch calls t&xmem_alloc
— Detect constant values feize, where possible

— If specialized version appropriate, patch call
* No overhead In this case
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Technology to Make It Happen

Kernlnst: fine-grained dynamic kernel
Instrumentation

 Inserts runtime-generated code into kernel

 Dynamic: everything at runtime
— no recompile, reboot, or even pause

* Fine-grained: insert at instruction granularity

 Runs on unmodified commodikernel
— Solaris 7 on UltraSparc
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Our System: Kernlnst

Kerninst Tools

(kernel profiler, tracer, optimizer,...)

Instrumentation request

kerninstd

: Patch Heap ¥ Data Heap

/dev/kerninst

Kernel Space
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Kernlnst Splicing

Code Patch
| runtime-generated code |

'

instruc19 = . .
c20 | 0000 Net effect: desired code Is

Inserted before instruc3

* Insert any code, almost anywhefiae-
grained), entirely at runtimelynamic)
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kerninstd: Startup

Create heaps

Read kernel symbol table
— With assistance from /dev/kerninst

Parses kernel code into CFG

Finds unused registers
— Inserted code will use these registers (avoid spills

Fast: about 20 seconds
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Web Proxy Server Measurement

e Using kperfmon GUI
— Number of calls made to a kernel function

— Number of kernel threads executing within a
kernel function (“concurrency”)

e Squid v1.1.22 http proxy server
— Caches HTTP objects in memory and on disk

— We used Kernlnst to understand the cause of
two Squid disk 1/O bottlenecks.
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Web Proxy Server M easurement

* Profile of the kernel open() routine

tthreads #Fcallz‘zec
14 - 35

12 30

VW

04 - 10
R 5

- '

| | | |
400 44 520 (% |
Minsgec

calls made to </Code/qenunix/copen: igmoothed)
concurrency </Code/genunix/copen: (zmoothed)

e Called 20-25 times/sec; taking 40% of time!
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| | | |
4:4 521 (% | ] ¥ ] 120 3 | ]
Minsec
concurrency </Code/qgenunix1ookuppn> (gmoothed)

concurrency </Code/qenunix/vn create> igmoothed)
concurrency </Code/fufs/ufs create: (smoothed)

« open() calling vn_create; has 2 sub-bottleneck:
— lookuppn (a.k.a. namei): path name translation (20¢
— ufs_create: file create on local disk (20%)

Kernlnst — 13 of 25 — March 27, 2000




File Creation Bottleneck

« How Squid manages its on-disk cache:
— 1 file per cached HTTP object
— A fixed-size hierarchy of cache files
— Stale cache files overwritten

 |lookuppn bottleneck (dnlc_lookup)
— Too many files overwhelms DNLC

* File creation bottleneck (ufs_itrunc)
— When overwriting a stale cache file: truncates first
— UFS semantics: meta-data changyslchronously

Kernlnst — 14 of 25 — March 27, 2000



File Creation Optimization

e Overwrite cache file; truncate only If needed

I
rE

M'm:u'hﬂﬂwr"h =, -.a-f"'-'"x..m-_..-—-,.:—u" ﬂﬂMH
3:" il 4:"

3 -I:II

concurrency </Code/ufz/ufe iupdat: (smoothed)
concurrency </Codefufg/ufz ftrunc: (smoothed)

e \WWhat took 20% now takes 6%
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Kperfmon

(tiddle—click on a metric for details)

entries to exits from

CORCUFrEncy u:c:nu:urrenc:yfinvoc

vlime vlimesdinyoc

0x10051e80 genunix

Slngle'CIICk On D-$ YReads| 1 D-$ vReadsdinvoc
fu nCti On (S) Or baSi ' E:: i:zzz::irinvnc D-§ Virites
block(s) to select. |

(:10088bbd kmem_alloc

0x10088ca0 kmem_free

(x10088d3c kmem_magazine_destroy
[:10088e68 kmem_cache_reap
1x10088f30 kmem_reap

[ 10083ff8 kmem_cache_magazine_purge
[x100830ec kmem_cache magazine_setup
1x1008314c kmem_cache _magazine _enahle
(0x100837al kmem_magazine_resize
0x100831ed kmem_hash_rescale
1x10083320 kmem_cache update
(10083448 kmem_update

[:100834598 kmem_cache kstat update

E-% WRefs E- % WHits
E-§ Wiisses E-§ vHitRatio

S i n g | e-CI i Ck O n E-$ WMissRatio E-§ YReadHits

|- % WRefs I-§ WHits |- Whisses

metriC(S) to SeIeCt' [-§ YHitRatio [-§ ¥MissRatio

|- % ¥StallTime I-F WstallTimedinvoc

Then pUII down th Predicates

Pid(s): Clear

(14 - )
Start a Vvisli’ menu Function Modifiers 0x 1008960 kmem_cache_stat

# Fnentry Fn exit (010083730 kmem_cache_kstat_create
I 0x10089814 k h 1
to Start a At Insn & b merm cache create
1 1 1 Just testing (no launcher) Re-source tcl
visualization

proceSS. From-addr Tomaddr Disassemble (orig)

Disassemble (kernel) Disassemble (kerninstd)

vy vy vy vyvvys vy vy vy vy vy wyvywvyv wyvw
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. o Disassemble [curr merm)
include ascii in disassembly

Start a visi
o user Get

. W system Zall once
picT , Clear
Ari Test virtualization

picO

tescribe
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Kperfmon: Metrics

e Counts
— Functions, basic blocks, or individual instructions

e Concurrency (# kthreads executing)
— Start timer on entry, stop on exit(s)
— Thread-seconds (wall time seconds) in a routine
— Per-invocation available (concurrency/invoc)

 Virtualized metrics (vtime, cache reads, etc.)

— Start with usual “wall” measurements (start on
entry, stop on exit)

— How to exclude time spent context switched out?
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Metrics: Virtualization

e On kthread switch-out:

— Stop all active vtimers
 They must have been started by this kthread
« Use per-cpu timers to handle multiprocessors

— Make a note of the vtimers that were stopped

 On kthread switch-in:
— Get vtimers stopped at last switch-out of this threa
— Restart those vtimers
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Outlining

* Profile based —
- S Histogam |
dyn am I C | Histogram Yisualization -

optimization

frac

« Spending a high |
fraction of time N
stalled on |-cache NSRS
miss handling? £

0.8

« Measure with " z AT
c —— I-% ¥stallcCycles/VTime<top/top rput_data> (smoothed)
d y n a. m I C I_ Pan J
Instrumentation
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Outlining: Estimate Benefit

Table Visualization

File Actions View

 Many cold basic blocks?
 Measure dynamically S

tepftep rput_data‘bb at Ox101b6608
P tC r u t C at a . tepitep_rput_data‘bb at 0x101b6618
p_ p . L] tepftep_rput_data‘bb at 0x101b&665¢
tepftep_rput_data‘bb at 0x101b6664
0 f b k h tepftep_rput_data/bb at O0x101b666c

- 3 2 /O O O C S are Ot tepftep_rput_datasbb at Ox101b6698
tepftep _rput_data‘bb at 0x101b&660H0
0 -I: b k I d tep/tep_rput_data/bb at 0x101b66be

6 8 /0 O O C S are C O tepftcp_rput_data‘bb at 0x101b66d4
tepftep rput_data‘bb at Ox101bG6ec

() Typ|Ca| Of kernel (extenS|V tepftep rput_data‘bb at 0x101bh66T0

tepftep_rput_data‘bb at 0x101bG700

error Checklng, Ca”s to tepftcp_rput_data‘bb at 0x101bG708

tepftep _rput_data‘bb at 0x101b670c

p an | C EtC ) tep/tep _rput_data/bb at 0x101b6714
1 - tepftep _rput_data‘bb at 0x101bG720
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Outlining: Generate New Version

I/

%

 Cold blocks have been moved
V out of line.

e Cross edges are long jumps.
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Outlining: Installing
 Known call sites changed to new address

— Leave behind a jump in original function to
handle indirect calls

e Note that measurement and installation uses
the same underlying technology

e Each step of outlining can be automated!

— A self-evolving kernel, optimizing in response to
actual run-time behavior.
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Kernlnst: Current Work

 Runtime optimizations (Ari)

o Safety and security (Zhichen Xu)
— Now: must trust code that kperfmon inserts
— Allow untrusted instrumentation code

e X86/Linux port (Vic Zandy)

— As before, overwrite just 1 instruction
e The catch: tough given variable-length instructions
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Conclusion

Fine-grained dynamic kernel instrumentation
IS feasible on an unmodified commodity OS
A single infrastructure for
— Profiling, debugging, code coverage
— Optimizations
— Extensibllity
The foundation for an evolving OS

Measures and constantly adapts itself to runtime
usage patterns
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The Big Picture

http://www.cs.wisc.edu/paradyn
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