
'RXJODV�7KDLQ
&RPSXWHU�6FLHQFHV�'HSDUWPHQW
8QLYHUVLW\�RI�:LVFRQVLQ�0DGLVRQ

WKDLQ#FV�ZLVF�HGX
KWWS���ZZZ�FV�ZLVF�HGX�FRQGRU

5HPRWH�,�2�LQ�&RQGRU



ZZZ�FV�ZLVF�HGX�FRQGRU

2XWOLQH

¿ ,QWURGXFWLRQ
¿ 8VLQJ�5HPRWH�,�2
¿ 8QGHU�WKH�+RRG
¿ %XLOG�<RXU�2ZQ��%\SDVV
¿ &RQFOXVLRQ



ZZZ�FV�ZLVF�HGX�FRQGRU

,QWURGXFWLRQ

¿ 7KH�1DWLRQDO�7HFKQRORJ\�*ULG
SURYLGHV�\RX�ZLWK�DFFHVV�WR�D�GLYHUVH
DUUD\�RI�PDFKLQHV�

¿ $OWKRXJK�\RX�KDYH�SHUPLVVLRQ�WR�XVH
WKHVH�PDFKLQHV��WKH\�PD\�EH
XQIULHQGO\�WR�\RXU�DSSOLFDWLRQ�



ZZZ�FV�ZLVF�HGX�FRQGRU

,QWURGXFWLRQ��&RQW��

¿ 5HPRWH�,�2�LV�DQ�DGDSWHU�ZKLFK
SURYLGHV�D�IULHQGO\�H[HFXWLRQ
HQYLURQPHQW�RQ�DQ�XQIULHQGO\�PDFKLQH�

¿ &RQGRU�XVHV�UHPRWH�,�2�WR
KRPRJHQL]H�WKH�PDQ\�PDFKLQHV�LQ�D
&RQGRU�SRRO�

¿ &DQ�ZH�DGDSW�WKLV�WR�WKH�*ULG"



ZZZ�FV�ZLVF�HGX�FRQGRU

:KDW�LV�8QIULHQGO\"

¿ 3URJUDPV�FDQ�WHFKQLFDOO\�H[HFXWH�
h&RUUHFW�&38�DQG�26�DQG�HQRXJK�PHPRU\

¿ %XW�PLVVLQJ�VRPH�FULWLFDO�LWHPV�
h1R�LQSXW�ILOHV�
h1R�VSDFH�IRU�RXWSXW�ILOHV�
h1R�VKDUHG�ILOHV\VWHP�
h1R�ORJLQ���UXQ�DV��QRERG\�"



ZZZ�FV�ZLVF�HGX�FRQGRU

5DQJH�RI�8QIULHQGOLQHVV

¿ $QRQ\PRXV�FRPSXWH�QRGH�RQ�WKH�*ULG�
h5XQ�DV��QRERG\���ZLWK�QR�DFFHVV�WR�GLVN�

¿ 0DFKLQH�DW�RWKHU�LQVWLWXWLRQ�
h&DQ�ORJLQ��KDYH�VRPH�GLVN��EXW�QR�ILOH�V\VWHP�

¿ 0DFKLQH�GRZQ�WKH�KDOO�
h&DQ�ORJLQ��VKDUH�RQH�1)6�PRXQW��EXW�QRW
DQRWKHU�



ZZZ�FV�ZLVF�HGX�FRQGRU

:K\�XVH�DQ�XQIULHQGO\
PDFKLQH"

¿ $IWHU�DOO��KRPRJHQHRXV
FOXVWHUV�DUH�WKH�QRUP�
h��V�RU����V�RI�LGHQWLFDO
PDFKLQHV�

h&HQWUDOO\�DGPLQLVWUDWHG�
h6KDUHG�ILOHV\VWHP

ClusterCluster

File
Server



ZZZ�FV�ZLVF�HGX�FRQGRU

1HHG�PRUH�PDFKLQHV�

¿ $QRWKHU�KXQGUHG�LGOH�PDFKLQHV�FRXOG
EH�IRXQG�DFURVV�WKH�VWUHHW�RU�LQ�WKH
QH[W�GHSDUWPHQW��

ClusterCluster

File
Server

ClusterCluster

File
Server



ZZZ�FV�ZLVF�HGX�FRQGRU

1HHG�PRUH�PDFKLQHV�
�&RQW��

¿ %XW��\RXU�DSSOLFDWLRQ�PD\�QRW�ILQG�WKH
UHVRXUFHV�LW�QHHGV�

ClusterCluster

File
Server

ClusterCluster

File
Server

HELP!



ZZZ�FV�ZLVF�HGX�FRQGRU

1HHG�PRUH�PDFKLQHV�
�&RQW��

¿ 7KH�SUREOHP�LV�ZRUVH�ZKHQ�ZH�FRQVLGHU�D
JOREDO�GDWD�*ULG�RI�PDQ\�UHVRXUFHV�

Cluster

File
Server

File
Server

File
Server

Cluster

File
Server

Cluster

File
Server

Cluster

Cluster

File
Server

HELP!HELP!

HELP!HELP!

HELP!



ZZZ�FV�ZLVF�HGX�FRQGRU

6ROXWLRQ��5HPRWH�,�2

¿ &RQGRU�UHPRWH�,�2�FUHDWHV�D�IULHQGO\
HQYLURQPHQW�RQ�DQ�XQIULHQGO\�PDFKLQH�

ClusterCluster

File
Server

ClusterCluster

File
Server

Just like home!



ZZZ�FV�ZLVF�HGX�FRQGRU

2XWOLQH

¿ ,QWURGXFWLRQ
¿ 8VLQJ�5HPRWH�,�2
¿ 8QGHU�WKH�+RRG
¿ %XLOG�<RXU�2ZQ��%\SDVV
¿ &RQFOXVLRQ



ZZZ�FV�ZLVF�HGX�FRQGRU

8VLQJ�5HPRWH�,�2

¿ &RQGRU�SURYLGHV�VHYHUDO��XQLYHUVHV��
h9DQLOOD���81,;�MREV���GR�QRW�QHHG
UHPRWH�,�2

h6WDQGDUG���81,;�MREV���UHPRWH�,�2
h6FKHGXOHU���81,;�MRE�RQ�KRPH�PDFKLQH
h*OREXV���81,;�MREV��!�*OREXV
h390���VSHFLDOL]HG�390�MREV



ZZZ�FV�ZLVF�HGX�FRQGRU

9DQLOOD�8QLYHUVH

¿ 6XEPLW�DQ\�VRUW�RI�81,;�SURJUDP�WR
WKH�&RQGRU�V\VWHP�

¿ 3URV�
h1R�UHOLQNLQJ�UHTXLUHG�
h$Q\�SURJUDP�DW�DOO��LQFOXGLQJ

� %LQDULHV
� 6KHOO�VFULSWV
� ,QWHUSUHWHG�SURJUDPV��MDYD��SHUO�
� 0XOWLSOH�SURFHVVHV



ZZZ�FV�ZLVF�HGX�FRQGRU

9DQLOOD�8QLYHUVH��&RQW��

¿ &RQV�
h1R�FKHFNSRLQWLQJ�
h9HU\�OLPLWHG�UHPRWH�,�2�VHUYLFHV�

� 6SHFLI\�LQSXW�ILOHV�H[SOLFLWO\�
� 6SHFLI\�RXWSXW�ILOHV�H[SOLFLWO\�

h&RQGRU�ZLOO�UHIXVH�WR�VWDUW�D�YDQLOOD�MRE
RQ�D�PDFKLQH�WKDW�LV�XQIULHQGO\�
� &ODVV$GV��FilesystemDomain�DQG�UIDDomain



ZZZ�FV�ZLVF�HGX�FRQGRU

6WDQGDUG�8QLYHUVH

¿ 6XEPLW�D�VSHFLDOO\�OLQNHG�81,;
DSSOLFDWLRQ�WR�WKH�&RQGRU�V\VWHP�

¿ 3URV�
h&KHFNSRLQWLQJ
h5HPRWH�,�2�VHUYLFHV�

� )ULHQGO\�HQYLURQPHQW�DQ\ZKHUH�LQ�WKH�ZRUOG�
� 'DWD�EXIIHULQJ�DQG�VWDJLQJ�
� ,�2�SHUIRUPDQFH�IHHGEDFN�
� 8VHU�UHPDSSLQJ�RI�GDWD�VRXUFHV�



ZZZ�FV�ZLVF�HGX�FRQGRU

6WDQGDUG�8QLYHUVH��&RQW��

¿ &RQV�
h0XVW�VWDWLFDOO\�OLQN�ZLWK�&RQGRU�OLEUDU\�
h/LPLWHG�FODVV�RI�DSSOLFDWLRQV�

� 6LQJOH�SURFHVV�81,;�ELQDULHV�
� $�QXPEHU�RI�V\VWHP�FDOOV�SURKLELWHG�



ZZZ�FV�ZLVF�HGX�FRQGRU

6\VWHP�&DOO�/LPLWDWLRQV

¿ 6WDQGDUG�XQLYHUVH�GRHV�QRW�DOORZ�
h0XOWLSOH�SURFHVVHV�

� IRUN����H[HF����V\VWHP��
h,QWHU�SURFHVV�FRPPXQLFDWLRQ�

� VHPDSKRUHV��PHVVDJHV��VKDUHG�PHPRU\
h&RPSOH[�,�2�

� PPDS����VHOHFW����SROO����QRQ�EORFNLQJ�,�2��ILOH
ORFNLQJ



ZZZ�FV�ZLVF�HGX�FRQGRU

6\VWHP�&DOO�/LPLWDWLRQV
�&RQW��

¿ 6WDQGDUG�XQLYHUVH�DOVR�GRHV�QRW�DOORZ�
h.HUQHO�OHYHO�WKUHDGV�

¿ 7RR�UHVWULFWLYH"�7U\�WKH�YDQLOOD
XQLYHUVH�



ZZZ�FV�ZLVF�HGX�FRQGRU

6\VWHP�&DOO�)HDWXUHV

¿ 7KH�VWDQGDUG�XQLYHUVH�GRHV�DOORZ�
h6LJQDOV

� %XW��&RQGRU�UHVHUYHV�SIGTSTP�DQG
SIGUSR1�

h6RFNHWV
� .HHS�LW�EULHI���QHWZRUN�FRQQHFWLRQV��E\
QDWXUH��FDQQRW�PLJUDWH�RU�FKHFNSRLQW�



ZZZ�FV�ZLVF�HGX�FRQGRU

6\VWHP�&DOO�)HDWXUHV
�&RQW��

¿ 7KH�VWDQGDUG�XQLYHUVH�GRHV�DOORZ�
h&RPSOH[�,�2�RQ�VRFNHWV

� VHOHFW����SROO����DQG�QRQ�EORFNLQJ�,�2��FDQ�EH
XVHG�RQ�VRFNHWV��EXW�QRW�RWKHU�VRUWV�RI�ILOHV�

h8VHU�OHYHO�WKUHDGV



ZZZ�FV�ZLVF�HGX�FRQGRU

:KDW�8QLYHUVH"

¿ 9DQLOOD�
h3HUIHFW�IRU�D�&RQGRU�SRRO�RI�LGHQWLFDO�PDFKLQHV�

¿ 6WDQGDUG�
h1HHGHG�IRU�KHWHURJHQHRXV�&RQGRU�SRROV�
IORFNHG�SRROV��DQG�PRUH�JHQHUDOO\��XQIULHQGO\
PDFKLQHV�RQ�WKH�*ULG�

¿ 7KH�UHVW�RI�WKLV�WDON�FRQFHUQV�WKH
VWDQGDUG�XQLYHUVH�



ZZZ�FV�ZLVF�HGX�FRQGRU

8VLQJ�WKH�6WDQGDUG
8QLYHUVH

¿ /LQN�ZLWK�&RQGRU�OLEUDU\�
¿ 6XEPLW�WKH�MRE�
¿ *HW�EULHI�,�2�IHHGEDFN�ZKLOH�UXQQLQJ�
¿ *HW�FRPSOHWH�,�2�IHHGEDFN�ZKHQ
GRQH�

¿ ,I�QHHGHG��UHPDS�ILOHV�



ZZZ�FV�ZLVF�HGX�FRQGRU

/LQN�ZLWK�&RQGRU�/LEUDU\
¿ 6LPSO\�XVH�FRQGRUBFRPSLOH�LQ�IURQW�RI
\RXU�QRUPDO�OLQN�OLQH�

¿ )RU�H[DPSOH�
� gcc main.o utils.o -o program

¿ %HFRPHV�
� condor_compile gcc main.o utils.o -o program

¿ 'HVSLWH�WKH�QDPH��RQO\�UH�OLQNLQJ�LV
UHTXLUHG��QRW�UH�FRPSLOLQJ�



ZZZ�FV�ZLVF�HGX�FRQGRU

6XEPLW�-RE

¿ &UHDWH�D�VXEPLW�ILOH�
� ��% vi program.submit
¿ 6XEPLW�WKH�MRE�
� ��% condor_submit program.submit

Universe = standard

input = program.in
output = program.out

executable = program

queue 3



ZZZ�FV�ZLVF�HGX�FRQGRU

%ULHI�,�2�6XPPDU\

% condor_q -io
-- Schedd: c01.cs.wisc.edu : <128.105.146.101:2016>
ID      OWNER        READ    WRITE    SEEK    XPUT     BUFSIZE  BLKSIZE
756.15  joe      244.9 KB 379.8 KB      71   1.3 KB/s 512.0 KB  32.0 KB
758.24  joe      198.8 KB 219.5 KB      78  45.0 B /s 512.0 KB  32.0 KB
758.26  joe       44.7 KB  22.1 KB    2727  13.0 B /s 512.0 KB  32.0 KB

3 jobs; 0 idle, 3 running, 0 held



ZZZ�FV�ZLVF�HGX�FRQGRU

&RPSOHWH�,�2�6XPPDU\�LQ
(PDLO

Your condor job "/usr/joe/records.remote input output" exited
with status 0.

Total I/O:
104.2 KB/s effective throughput
5 files opened
104 reads totaling 411.0 KB
316 writes totaling 1.2 MB
102 seeks

I/O by File:

buffered file /usr/joe/output
opened 2 times
4 reads totaling 12.4 KB
4 writes totaling 12.4 KB

buffered file /usr/joe/input
opened 2 times
100 reads totaling 398.6 KB
311 write totaling 1.2 MB
101 seeks



ZZZ�FV�ZLVF�HGX�FRQGRU

&RPSOHWH�,�2�6XPPDU\�LQ
(PDLO

¿ 7KH�VXPPDU\�KHOSV�LGHQWLI\
SHUIRUPDQFH�SUREOHPV���(YHQ
DGYDQFHG�XVHUV�GRQ
W�NQRZ�H[DFWO\
KRZ�WKHLU�SURJUDPV�DQG�OLEUDULHV
RSHUDWH�



ZZZ�FV�ZLVF�HGX�FRQGRU

&RPSOHWH�,�2�6XPPDU\�LQ
(PDLO��&RQW��

¿ ([DPSOH�
h&06���SK\VLFV�DQDO\VLV�SURJUDP�
h´:K\�LV�WKLV�MRE�VR�VORZ"µ
h'DWD�VXPPDU\��UHDG�����0%�IURP���
0%�ILOH�

h9HU\�KLJK�6((.�WRWDO��!�UDQGRP�DFFHVV�
h6ROXWLRQ��,QFUHDVH�GDWD�EXIIHU�WR���
0%�



ZZZ�FV�ZLVF�HGX�FRQGRU

%XIIHU�3DUDPHWHUV

¿ %\�GHIDXOW�
hEXIIHUBVL]H� �������������.%�
hEXIIHUBEORFNBVL]H� �����������.%�

¿ &KDQJH�SDUDPHWHUV�LQ�VXEPLW�ILOH�
hEXIIHUBVL]H� ���������
hEXIIHUBEORFNBVL]H� ������



ZZZ�FV�ZLVF�HGX�FRQGRU

,I�1HHGHG��5HPDS�)LOHV

¿ 6XSSRVH�WKH�SURJUDP�LV�KDUG�FRGHG
WR�RSHQ�datafile��EXW�\RX�ZDQW�HDFK
LQVWDQFH�WR�JHW�D�VOLJKWO\�GLIIHUHQW
FRS\���,Q�WKH�VXEPLW�ILOH��DGG�

� file_remaps = "datafile = /usr/joe.data.$(PROCESS)"

¿ 3URFHVV�RQH�JHWV
� /usr/joe.data.1

¿ 3URFHVV�WZR�JHWV
� /usr/joe.data.2

¿ $QG�VR�RQ���



ZZZ�FV�ZLVF�HGX�FRQGRU

,I�1HHGHG��5HPDS�)LOHV
�&RQW��

¿ 7KH�VDPH�V\QWD[�ZLOO�DOORZV�WKH�XVHU
WR�GLUHFW�WKH�DSSOLFDWLRQ�WR�RWKHU
WKLUG�SDUW\�GDWD�VRXUFHV�VXFK�DV�ZHE
VHUYHUV�

 file_remaps = "datafile = 
http://www.cs.wisc.edu/usr/joe/data”



ZZZ�FV�ZLVF�HGX�FRQGRU

2XWOLQH

¿ ,QWURGXFWLRQ
¿ 8VLQJ�5HPRWH�,�2
¿ 8QGHU�WKH�+RRG
¿ %XLOG�<RXU�2ZQ��%\SDVV
¿ &RQFOXVLRQ



ZZZ�FV�ZLVF�HGX�FRQGRU

7KH�%LJ�3LFWXUH



ZZZ�FV�ZLVF�HGX�FRQGRU

7KH�0DFKLQHV

+DV�DOO�RI�\RXU
ILOHV��RU�NQRZV
ZKHUH�WR�ILQG
WKHP�
$FFHSWV�\RXU
LGHQWLW\�DQG
FUHGHQWLDOV

$OORZV�\RX�WR
UXQ�D�SURFHVV�
EXW�LW�PLJKW
QRW�
¿�KDYH�VRPH�RI
\RXU�ILOHV�
¿�DFFHSW�\RXU
LGHQWLW\�



ZZZ�FV�ZLVF�HGX�FRQGRU

*HQHUDO�6WUDWHJ\

¿ 7UDS�DOO�WKH�DSSOLFDWLRQ
V�,�2
RSHUDWLRQV�
hRSHQ����FORVH����UHDG����ZULWH����VHHN����«

¿ 5RXWH�WKHP�WR�WKH�ULJKW�VHUYLFH��DW
WKH�VKDGRZ·V�GLUHFWLRQ�

¿ &DFKH�ERWK�VHUYLFH�GHFLVLRQV�DQG
DFWXDO�GDWD�



ZZZ�FV�ZLVF�HGX�FRQGRU

$SSOLFDWLRQ

¿ 3ODLQ�81,;
SURJUDP�

¿ 8QDZDUH�WKDW�LW
LV�SDUW�RI�D
GLVWULEXWHG
V\VWHP�

¿ 6WDWLFDOO\�OLQNHG
DJDLQVW�&RQGRU
OLEUDU\�



ZZZ�FV�ZLVF�HGX�FRQGRU

&RQGRU�/LEUDU\

¿ 6HQGV�V\VWHP
FDOOV�WR�YDULRXV
VHUYLFHV�YLD�53&�

¿ %XIIHUV�DQG
VWDJHV�GDWD�

¿ $VNV�VKDGRZ�IRU
SROLF\�GHFLVLRQV�



ZZZ�FV�ZLVF�HGX�FRQGRU

6KDGRZ

¿ 0DNHV�SROLF\
GHFLVLRQV�IRU
DSSOLFDWLRQ�

¿ ([HFXWHV
UHPRWH
V\VWHP�FDOOV
IRU
DSSOLFDWLRQ�



ZZZ�FV�ZLVF�HGX�FRQGRU

2SHQLQJ�D�)LOH

Shadow Condor
Library

Application

Open("datafile",O_RDONLY);



ZZZ�FV�ZLVF�HGX�FRQGRU

2SHQLQJ�D�)LOH

Shadow Condor
Library

Application

Where is "datafile?"

Open("datafile",O_RDONLY);



ZZZ�FV�ZLVF�HGX�FRQGRU

2SHQLQJ�D�)LOH

Shadow Condor
Library

Application

URL:
    local:/usr/joe/datafile
Buffering:
    none.

Open("datafile",O_RDONLY);

Where is "datafile?"



ZZZ�FV�ZLVF�HGX�FRQGRU

2SHQLQJ�D�)LOH

Shadow Condor
Library

Application
Open("/usr/joe/datafile",O_RDONLY)

Foreign
Machine

Open("datafile",O_RDONLY);

Where is "datafile?"

URL:
    local:/usr/joe/datafile
Buffering:
    none.



ZZZ�FV�ZLVF�HGX�FRQGRU

2SHQLQJ�D�)LOH

Shadow Condor
Library

Application

Foreign
Machine

Open("datafile",O_RDONLY);

Where is "datafile?"

Open("/usr/joe/datafile",O_RDONLY) Success

URL:
    local:/usr/joe/datafile
Buffering:
    none.



ZZZ�FV�ZLVF�HGX�FRQGRU

2SHQLQJ�D�)LOH

Shadow Condor
Library

Application

Success

Foreign
Machine

Open("datafile",O_RDONLY);

Where is "datafile?"

Success

URL:
    local:/usr/joe/datafile
Buffering:
    none.

Open("/usr/joe/datafile",O_RDONLY)



ZZZ�FV�ZLVF�HGX�FRQGRU

6KDGRZ�5HVSRQVHV

¿ 85/�
hUHPRWH��8VH�UHPRWH�V\VWHP�FDOOV�
hORFDO��8VH�ORFDO�V\VWHP�FDOOV�
hVSHFLDO��8VH�ORFDO�V\VWHP�FDOOV��GLVDEOH
FKHFNSRLQWLQJ�

hKWWS��)HWFK�IURP�D�ZHE�VHUYHU�
h2WKHUV�LQ�GHYHORSPHQW«



ZZZ�FV�ZLVF�HGX�FRQGRU

6KDGRZ�5HVSRQVHV��&RQW��

¿ %XIIHULQJ�
h1RQH�
h%XIIHU�SDUWLDO�GDWD�
h6WDJH�ZKROH�ILOH�WR�ORFDO�GLVN�



ZZZ�FV�ZLVF�HGX�FRQGRU

5HDGLQJ�GDWD�IURP�D�ILOH

Shadow Condor
Library

Application

Foreign
Machine

RPC over network:
Several
milliseconds,
or (much) worse!

Function call:
Less than a
microsecond?

System call:
10s or 100s of
microseconds



ZZZ�FV�ZLVF�HGX�FRQGRU

5HDGLQJ�GDWD�IURP�D�ILOH

Shadow Condor
Library

Application

Read 1024 bytes from
"datafile"

Read 1024 bytes from
"/usr/joe/datafile"

Success

Success

Foreign
Machine

Library remembers
where datafile is - no
need to communicate
with the shadow

/RZ�ODWHQF\��UDQGRP�DFFHVV�GDWD�VRXUFH���5HDG�GLUHFWO\



ZZZ�FV�ZLVF�HGX�FRQGRU

5HDGLQJ�GDWD�IURP�D�ILOH

Shadow

Condor
Library

Application

Read 1024 bytes from
"otherfile" up to 32 times

Read 32768 bytes
from "otherfile"

+LJK�ODWHQF\��UDQGRP�DFFHVV�GDWD�VRXUFH��%XIIHU�ODUJH�FKXQNV

Data
buffer



ZZZ�FV�ZLVF�HGX�FRQGRU

5HDGLQJ�GDWD�IURP�D�ILOH

Shadow Condor
Library

Application

+LJK�ODWHQF\��VHTXHQWLDO�DFFHVV�GDWD�VRXUFH���6WDJH�ILOH�WR�ORFDO�GLVN�

FTP
Server

Local copy of
"otherfile"

Open("datafile",O_RDONLY);

Where do I open
"datafile"?

URL:
    ftp://server/datafile
Buffer:
    Stage to disk.



ZZZ�FV�ZLVF�HGX�FRQGRU

5HDGLQJ�GDWD�IURP�D�ILOH

Shadow Condor
Library

Application

5DQGRP�DFFHVV�VHUYLFH�FDQ�EH�SURYLGHG�IURP�WKH�ORFDO�FRS\�

FTP
Server

Local copy of
"otherfile"



ZZZ�FV�ZLVF�HGX�FRQGRU

*XLGLQJ�3ULQFLSOH

¿ 3ROLF\�LQ�VKDGRZ��PHFKDQLVPV�LQ
OLEUDU\�
h6KDGRZ�PDNHV�SROLF\�GHFLVLRQV�EHFDXVH
LW�NQRZV�WKH�V\VWHP�FRQILJXUDWLRQ�

h/LEUDU\�LV�FORVHVW�WR�WKH�DSSOLFDWLRQ��VR
LW�URXWHV�V\VWHP�FDOOV�WR�WKH�GHVWLQDWLRQ
VHOHFWHG�E\�WKH�VKDGRZ�



ZZZ�FV�ZLVF�HGX�FRQGRU

3ROLF\�DW�6KDGRZ

Shadow
User Override

"I know file x can be
quickly loaded from
ftp://ftp.cs.wisc.edu/y"

Condor
Library

"There is plenty of space
to stage files over here."

Scheduling
System

"The foreign machine is
not in your cluster"



ZZZ�FV�ZLVF�HGX�FRQGRU

3ROLF\�DW�6KDGRZ

Shadow
User Override

"I know file x can be
quickly loaded from
ftp://ftp.cs.wisc.edu/y"

Condor
Library

"There is plenty of space
to stage files over here."

Scheduling
System

"The foreign machine is
not in your cluster"

"Direct all requests for x to
ftp://ftp.cs.wisc.edu/y"



ZZZ�FV�ZLVF�HGX�FRQGRU

3ROLF\�'HFLVLRQV

¿ 0D\�EH�GLIIHUHQW�RQ�HDFK�IRUHLJQ
PDFKLQH
h,Q�VDPH�EXLOGLQJ���XVH�IRUHLJQ�PDFKLQHµ
h,Q�RWKHU�FRXQWU\���XVH�KRPH�PDFKLQHµ

¿ 0D\�FKDQJH�DV�MRE�PLJUDWHV
hVDPH�EXLOGLQJ��!�RWKHU�FRXQWU\

¿ 0D\�FKDQJH�E\�XVHU�FRQWURO
h�/HW
V�VHH�LI�1)6�LV�IDVWHU�WKDQ�$)6µ



ZZZ�FV�ZLVF�HGX�FRQGRU

2XWOLQH

¿ ,QWURGXFWLRQ
¿ 8VLQJ�5HPRWH�,�2
¿ 8QGHU�WKH�+RRG
¿ %XLOG�<RXU�2ZQ��%\SDVV
¿ &RQFOXVLRQ



ZZZ�FV�ZLVF�HGX�FRQGRU

%XLOG�<RXU�2ZQ��%\SDVV

¿ *HQHUDOL]H�UHPRWH�,�2��!�VSOLW
H[HFXWLRQ�

¿ %XLOGLQJ��VSOLW�H[HFXWLRQ�V\VWHPV�LV
KDUG�

¿ %\SDVV�LV�D�WRRO�IRU�EXLOGLQJ�VSOLW
H[HFXWLRQ�V\VWHPV�



ZZZ�FV�ZLVF�HGX�FRQGRU

%XLOG�<RXU�2ZQ��%\SDVV
�&RQW��

¿ 8QOLNH�&RQGRU��%\SDVV�FDQ�EH�XVHG�RQ
DQ\�81,;�SURJUDP�ZLWKRXW�UH�OLQNLQJ�

¿ ([DPSOH��*$66�$JHQW



ZZZ�FV�ZLVF�HGX�FRQGRU

*HQHUDOL]HG�6SOLW�([HFXWLRQ

Shadow Agent

Application

Trap a subset
of available
system calls

Replace them
with arbitrary
code.

Allow RPCs
to a shadow
in the home
environment.

Allow arbitrary
code at the home
machine.



ZZZ�FV�ZLVF�HGX�FRQGRU

6SOLW�([HFXWLRQ�LV�+DUG

¿ 7UDSSLQJ�V\VWHP�FDOOV�LQYROYHV�D�ODUJH�ERG\
RI�NQRZOHGJH�RI�SDUWLFXODU�26�DQG�YHUVLRQ
h/LEUDU\�HQWU\�SRLQWV�

� BUHDG��BBUHDG��BBOLEFBUHDG
h6\VWHP�FDOO�HQWULHV�

� VRFNHW����RSHQ���GHY�WFS��
h:DFN\�KHDGHU�ILOHV�

� �GHILQH�VWDW�D�E��B[VWDW�9(56,21�D�E�



ZZZ�FV�ZLVF�HGX�FRQGRU

6SOLW�([HFXWLRQ�LV�+DUG
�&RQW��

¿ 53&V�PXVW�EH�SODWIRUP�QHXWUDO
h%\WH�VL]HV�DQG�RUGHULQJ

� RIIBW�LV���E\WHV�RQ�$OSKD��EXW���E\WHV�RQ�,QWHO
h6WUXFWXUH�FRQWHQWV�DQG�RUGHU

� VWUXFW�VWDW�KDV�GLIIHUHQW�PHPEHUV�RQ�GLIIHUHQW
SODWIRUPV

h6\PEROLF�YDOXHV
� 2B&5($7�LV�D�VRXUFH�OHYHO�V\PERO��EXW�LWV�DFWXDO
YDOXH�LV�GLIIHUHQW�RQ�HYHU\�SODWIRUP�



ZZZ�FV�ZLVF�HGX�FRQGRU

6SOLW�([HFXWLRQ�LV�+DUG
�&RQW��

¿ 7KH�FRGH�UHSODFLQJ�V\VWHP�FDOOV�PXVW
EH�DEOH�WR�H[HFXWH�WKH�RULJLQDO
V\VWHP�FDOOV�

¿ ([DPSOH��6DQGER[LQJ
h7UDS�RSHQ���
h&KHFN�IRU�XQDXWKRUL]HG�ILOH�QDPHV�

� 5HWXUQ�IDLOXUH�IRU�VRPH�
� 5H�LQYRNH�WKH�RULJLQDO�RSHQ���IRU�RWKHUV�



ZZZ�FV�ZLVF�HGX�FRQGRU

%\SDVV�0DNHV�LW�(DV\�
Specification
File

Knowledge
File

Bypass

We provide:
ugly details of
system
call trapping.

You provide: How
you want the

system to work.

Your
Agent

Your
Shadow



ZZZ�FV�ZLVF�HGX�FRQGRU

([DPSOH��*$66�$JHQW
¿ /HW
V�FUHDWH�DQ�$JHQW�WKDW�FKDQJHV�DOO�FDOOV�WR�81,;

RSHQ���DQG�FORVH���LQWR�WKHLU�DQDORJXHV�LQ�*OREXV�*$66�
7KLV�ZLOO�LQVWUXPHQW�WKH�DSSOLFDWLRQ�ZLWK�UHPRWH�ILOH
IHWFKLQJ�DQG�VWDJLQJ�

ApplicationAgent(THE GRID)

Open(“http://www.yahoo.com/index.html”,O_RDONLY);

Globus_gass_open(“http://www.yahoo.com/index.html”,O_RDONLY);



ZZZ�FV�ZLVF�HGX�FRQGRU

([DPSOH��*$66�$JHQW
�&RQW��

agent_prologue
{{

@include "globus_common.h"
@include "globus_gass_file.h"

}};

int open( const char *name, int flags, [int mode] )
agent_action
{{

globus_module_activate( GLOBUS_GASS_FILE_MODULE );
return globus_gass_open( namame, flags, mode );

}};

int close( int fd )
agent_action
{{

return globus_gass_close( fd );
}};



ZZZ�FV�ZLVF�HGX�FRQGRU

([DPSOH��*$66�$JHQW
�&RQW��

¿ *HQHUDWH�WKH�VRXUFH�FRGH�
hE\SDVV��DJHQW�JDVV�E\SDVV

¿ &RPSLOH�LQWR�D�VKDUHG�OLEUDU\�
hJ���JDVVBDJHQW�&��OLEUDULHV���VKDUHG��R�JDVV�VR

¿ ,QVHUW�WKH�OLEUDU\�LQWR�\RXU
HQYLURQPHQW�
hVHWHQY�/'B35(/2$'��SDWK�WR�JDVV�VR



ZZZ�FV�ZLVF�HGX�FRQGRU

([DPSOH��*$66�$JHQW
�&RQW��

¿ 1RZ��UXQ�DQ\�SODLQ�ROG�81,;�SURJUDP�
7KH�SURJUDP�PD\�EH�JLYHQ�85/V�LQ
SODFH�RI�ILOHQDPHV���*OREXV�*$66�ZLOO
VWDJH�DQG�FDFKH�WKH�QHHGHG�ILOHV�
% cp http://www.yahoo.com/index.html /tmp/yahoo.html

% grep address http://www.cs.wisc.edu/index.html

  <LI> <A HREF="/academic.html">Academic information</A>



ZZZ�FV�ZLVF�HGX�FRQGRU

%\SDVV

¿ 8VHV�LGHDV�IURP�&RQGRU��EXW�LV�D
VHSDUDWH�WRRO�

¿ 8VHU�VSHFLILHV�GHVLJQ��%\SDVV
SURYLGHV�GHWDLOV�



ZZZ�FV�ZLVF�HGX�FRQGRU

%\SDVV��&RQW��

¿ &DQ�EH�DSSOLHG�WR�DQ\�XQPRGLILHG�
G\QDPLFDOO\�OLQNHG�81,;�SURJUDP�DW
UXQ�WLPH�
h:RUNV�RQ�/LQX[��6RODULV��,5,;��26)���
h6WDWLF�OLQNLQJ�RQO\�RQ�+3�8;�



ZZZ�FV�ZLVF�HGX�FRQGRU

%\SDVV��&RQW��

¿ 7KH��NQRZOHGJH�ILOH��LV�FHUWDLQO\�QRW
FRPSOHWH�
h2XU�H[SHULHQFH��(DFK�QHZ�26�YHUVLRQ
KDV�QHZ�WULFNV�LQ�WKH�VWDQGDUG�OLEUDU\
WKDW�PXVW�EH�IROHGHG�LQWR�WKH�NQRZOHGJH
ILOH�



ZZZ�FV�ZLVF�HGX�FRQGRU

2XWOLQH

¿ ,QWURGXFWLRQ
¿ 8VLQJ�5HPRWH�,�2
¿ 8QGHU�WKH�+RRG
¿ %XLOG�<RXU�2ZQ��%\SDVV
¿ &RQFOXVLRQ



ZZZ�FV�ZLVF�HGX�FRQGRU

)XWXUH�:RUN

¿ /RWV�RI�QHZ�SOXPELQJ��EXW�VWLOO�DGGLQJ
IDXFHWV
h)73��65%��*$66��6$0�«

¿ )LQG�DQG�XVH�WKLUG�SDUW\�VWDJLQJ
JURXQGV"
h7XUQ�FKHFNSRLQW�VHUYHU�LQWR�JHQHUDO
VWDJLQJ�JURXQG�



ZZZ�FV�ZLVF�HGX�FRQGRU

)XWXUH�:RUN��&RQW��

¿ ,QWHUDFWLRQ�ZLWK�&38�VFKHGXOLQJ�
h5HOHDVH�&38�ZKLOH�ZDLWLQJ�IRU�VORZ�WDSH"
h6WDJH�GDWD��WKHQ�DOORFDWH�&38"



ZZZ�FV�ZLVF�HGX�FRQGRU

,Q�6XPPDU\«

¿ +DUQHVVLQJ�ODUJH�QXPEHUV�RI�&38V
UHTXLUHV�WKDW�\RX�XVH�XQIULHQGO\
PDFKLQHV�

¿ 5HPRWH�,�2�LV�DQ�DGDSWHU�ZKLFK
SURYLGHV�D�IULHQGO\�H[HFXWLRQ
HQYLURQPHQW�RQ�DQ�XQIULHQGO\�PDFKLQH�



ZZZ�FV�ZLVF�HGX�FRQGRU

,Q�6XPPDU\«��&RQW��

¿ &RQGRU�XVHV�UHPRWH�,�2�WR
KRPRJHQL]H�WKH�PDQ\�PDFKLQHV�LQ�D
&RQGRU�SRRO�

¿ %\SDVV�DOORZV�WKH�TXLFN�FRQVWUXFWLRQ
RI�VSOLW�H[HFXWLRQ�V\VWHPV��DOORZLQJ
UHPRWH�,�2�WHFKQLTXHV�WR�EH�XVHG
RXWVLGH�RI�&RQGRU�



ZZZ�FV�ZLVF�HGX�FRQGRU

1HHG�0RUH�,QIR"

¿ 'HPR�RI�%\SDVV�RQ�:HGQHVGD\�LQ
5RRP������

¿ &RQWDFW�'RXJODV�7KDLQ�
�WKDLQ#FV�ZLVF�HGX�

¿ 4XHVWLRQV�QRZ"


