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A Brief Introduction to Dyninst

Dyninst: a tool for static and dynamic binary
instrumentation and modification
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Why Binary Analysis Matters

> Efficiency

> Accuracy

> Usability

> Abstraction
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Sections,Variables and Types
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Functions

random:
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Instrumentation Points ‘

some_func: some_func:
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Introduction to Dataflow Analysis

> What is dataflow analysis!?

° How is it different from the analyses we've been
talking about!?

> How do we use it internally?

° How can users apply it?
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Stack Slots and Function Contexts

Assembly code Stack analyzed
pseudo-code
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Register Liveness and ABlIs

Basic block Liveness-based
instrumentation
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Future Work

° Ways to make other tools’ analysis work on
Dyninst-altered binaries/processes

° VWVays to use analysis more effectively
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Emit Better Binaries

Current Improved
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Updating debugging information

Current Improved

No source line information in Foo_dyninst Add source lines for original code
No local variable information in Foo_dyninst Add locals for original code

No information about instrumentation locals Add locals for instrumentation
Exception handlers not moved to Foo_dyninst Move exception handlers
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Improve Types

Current

No warning
Not possible

Improved

WARNING: reinterpret_casting!
Use char* constructor for std::string
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Improve Parsing

° Indirect control flow
° Tail calls
° Incorporate SD-Dyninst techniques
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Improve Code Generation

Block entry Better location
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Improve Modification Abstractions

call printf

How can we replace T
printf with printf_2?
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~fastcall ABI
. printf 2
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Conclusions

° Binary analysis isn’t just dataflow
° Dyninst currently does a lot of analysis...

° ...but there’s still plenty of room to improve
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